Tor — Urbanculture

WHTepHET IpoekTst
Kpunrokoscnuponorus
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Tor (6y6auk, mop, The Onion Router) — cucTemMa CepBepoOB, Aealolias Bac
aHoHuMoM. Cucrtema Orvlnia paspaborana B CIIIIT o HeBo30pPaHHOTO BeO-
cepduHTa, TalHOU IEPEINUCKU U ITPOYNX KOIIEPHBIX Belllei, Korfa ip agpec
IOJI?KEH OCTaBaTbCsI HEU3BECTHHIM, a Tpaduk — mudpoBaThcs. PagyeT
QHOHUMYCa BCEeX CTPaH U HapOJOB, OropYaeT KOMUPACTOB, OOPIYHOB C IETCKOU
nopHorpadwuei, BaHmanu3MoM u ciamoM. Hemuoro oropuaer MOCCA]I, ®FEP,
OCB, KI'b Benopycuu. Ho oHM IIpH Ccllydyae ¥ caMU He IIPOYb BOCIIOJIb30BaThCH. E
AGCOIIOTHOM aHOHMMHOCTH He JaeT, HO 3ajlavyy HeaHOHMMU3ALUYU CUITLHO
YCIIOXKHSIET.

ITpuHOUMNOLI PabdoThI JIOTOTHII

Top npencTaBisieT cOO0M CUCTEMY CEPBEPOB, IIEPENAIONINX TaKeTH HH(PpOPMALIMKU OPYT APYTY II0 CUCTEME
TYHHEJIeH, chOPMUPOBAHHOM CITydYalHBIM 00pa3oM. [Tork30BaTenb nepefaeT CoollleHne B 3aInGppOBaHHOM BUTIE
Ha BXOJHOM CepBep, TOT IepemaeT e€ MPOMeXKYTOYHOMY CEPBEPY, a TOT — BEIXOOHOMY. OTBET C caiiTa UOeT
3amu¢poBaHHEIM Yepe3 Te Ke cepBephl. IP-aipec monb3oBaTenss BUAEH TOJILKO IIEPBOMY CEPBEPY B €r0 IeII0YKE.
Kaxpplit 13 cepBepoB criocobeH onpenenuts [P-agpec TOMbKO IPegbIAYIEeTro CeEpBepa, Ha Y4eM U CTPOUTCS
QHOHMMHOCTbL. MCIIONIb3yeTCs JIYKOBOE MIM(pPOBaHNWE: UCTOYHUK 3aITU(POBLIBAET ITaKeT HHOOPMAIINU
TocJieoBaTENbHO OTKPHLITEIM KITIOUOM KaXKA0r0o M3 CEPBEPOB IIEIOYKHY, a ITPU mepefayde KaxXKIbl cepBep CHUMaeT
OOWH «CIJIOH» IMKUPPOBAHUS — KaK B JIYKOBHIIE. ITO 00ecIeyrBaeT 3alUTy OT YTEHHS HIIH HOOMEeHBl nHpOopMaluu
nepenamIIuMu cepBepamMu. OOHAKO eClIU CalT He UCTHOoJb3yeT SSL mis mudpoBaHus uHGOPMaIUU, TO BEIXOOHOMN
CepBep MOIyYaeT €€ B OTKPHITOM BUIE. DTO MOXKET MeMaTh 6€30IIaCHOMY HCIIOJTb30BaHus ceTu. OQUItiaribHbBINR
codT s cepBepoB Tor He MUIIET JIOTOB O MepegaBaeMoy nHpopMaLMy, MO3TOMYy KOH(DHCKAIIMS CepBeEpa He
TIOMOZKEeT BHIICHUTE IP-ampeca TeX, KTO UM BOCIIOIb30Bacsa. YTo He MeIaeT KpOBaBOM Ira0He 3allyCTUTh CBOU
cepBepa, MMUIIyIHe JIOTH, BeOb 3allyCTUTh CEPBEP TOPa MOXKET KaXXObi. ECiu Mo Hec4YacCT/IMBOM CIIyYaWHOCTH
BCe TPU CepBepa LEeIOYKHN 0KaXyTCsA «KphICaMM», TO IIJlaKajla Ballla aHOHUMHOCThL. HelrpaBunbHas HacTpoiiKa
CUCTEMEHI TAKKe aeT YI3BUMOCTE. [7151 O0JIhINIeN aHOHMMHOCTY KpaliHe He PEKOMEHOyeTCs UCII0JIb30BaTh Java,
Flash u octanbHBIe maruHbl Opay3epa. BombITMHCTBO TOPPEHT-KIIMEHTOB Pa3pyIIaloT aHOHMMHOCTD, KOTOPYIO
co3pmaet Tor; mist TOppeHTOB nyullie nogoupet 12P. Mcnonb3oBarue JavaScript He co3gaeT JOIOJIHUTEIBHOTO
PHCKa OJIsi aHOHMMHOCTH, €C/IH OCTaJIbHBIe KOMIIOHEHTH Opay3epa HaCTPOeHH Kak cienyeT. bomee moapo6Hyio
uHGOPMAIUIO MOXKHO IIOJIYYUTh Ha caiiTe IIpoeKTa.

Tor npenHa3Ha4YeH He TOJIBKO AJIST aHOHUMHOTO ITOCeIeHUsI CaiToB B OOBIYHOM MHTEepHeTe, HO U IJIs1 CO3[aHus
CBOUX COOCTBEHHBIX CKPHITHIX caiiToB (hidden service), MOCTYIIHBIX [10JIb30BaTeNsIM Tor, HO HEIOCTYIIHEIX U3
o6bryHOTO MHTEpPHETA (ECIIM HE CYUTATh TEUTOB Bpoae onion.to). CKPBITHEIM CalT U €ro IOCEeTUTEIh He 3HatoT IP-
ampeca Opyr Opyra. 9TH calThl OTKPHIBAIOTCA Yepe3 Tor MenyieHHee, YeM OOBIYHEIE CAMTH, 3aTO IPEIOCTaBISIOT
HEKOTOphle IpernMyllecTBa:

® BjIafesiell caliTa OCTAaeTCS aHOHUMHEIM (CaWT MOOKIII0OYAeTCs TakK Ke, Kak U KIUEeHT, 4Yepes LEeNouKy
CepBEpPOB),
He HYXKHO IIJIaTUTh 3a JOMEHHOEe UM ¥ BO3MOKHOCTD UCIIOJIb30BaTh MG poBaHue,
HEeT PUCKA, YTO CAdT 3aKPOIOT UK OTOEPYT (eCciu He moTepsientsb ¢ai ¢ KIII0YOM K CauTy),
He TpebyeTcs myonmuyHbH [P-agpec (caliT MoXKeT 06CTyKHUBATHCS JOMAIITHUM KOMITLIOTEPOM,
pacmonoxenHbIM 3a NAT unu firewall).

Pa3ymMmeeTcs, eCiiu eCTh IIPEUMYIIECTBA, TO JMOIXKHEI ObITh ¥ HEIOCTATKH:

® IIJI0X0€ Ka4vyecTBO CBsA3H, maneko He 100%-Hbii uptime,

* Heb3s BHIOPATh JOMEHHOE UM, KOTOPOe HPaBUTCS, TaK KakK UMs BHIOMpaeTCs Hayraj,

e HeT IOOIOMEHOB,

® MOIOJTHUTEIbHASI HAaCTPOMKaA CEPBEPHOrO codTa OJIs TPeOOTBPAIlleHUsT feaHOHUMU3aluu (HampuMmep,
TpebyeTcst BLICOKasi TOYHOCTh YacoB).

Kak Top HaXOOUT CKPHITHIE CAMTHI

IIpu co3maHUU CKPBLITOTO caiTa Biafesiel] CO3HaeT mnapy Kiodel. [IoMeH caiiTa IBIIeTCd GUHTEPIIPUHTOM
(xemoM ny6uuHOTO Kiitoua). CKPBITHIN CaliT Hayraj BEIOMpaeT TpU cepBepa U dyeped Tor 3arpyzkaeT Ha HUX CBOMU
yOITMYHBIN KJTI0Y. DTHU TPU CEPBEPa CTAHOBATCS «TOYKaMM BXOHa» B CKPBITHIM calT. CKPBITHIM CaliT coOupaeT
BMecTe nHGpOPMaILMIO 0 TPEX BRIOPAHHBIX BXOTHBIX CEPBEpPax, BKIIOYAIONIYIO UX MyOIUYHEIE KITIOUH. DTO
OIMCaHMe TMOAIIUCHBAETCS 3aKPHITHIM KTI0YOM CKPBITOTO caliTa ¥ BOPACHIBAETCSI B MECTHYIO PacIpeeleHHYI0
xenr-tabnuiy (DHT). Kmiouwom B DHT ciyXKHT JOMeHHOe UMS caiTa.

KnumeHnT, XxKemaomnyii MOOKIIOYUTLCS K CKPBITOMY CAlTy, BEIOMPAET Hayral «COeINHUTEIILHBIN CEPBEDP»,
3arafblBaeT CydaiiHOe YHCJI0 B KaYecTBe CeKpeTa u Yyepel Tor mepemaeT ero Ha COeqUHUTENbHLIN cepBep. 3Hast
OOMEHHOe M, KueHT Yepel3 Tor ckaumBaeT 3 DHT myGauYHBIN KITIOY CKPBITOTO CaiiTa U CIIHUCOK U3 TPEX
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BXOIHBIX CEPBEPOB. BEIOpaHHLIN CEKPET BMECTE C afpecoM COeqUHUTEILHOT0 cepBepa 3amudpoBLEIBAETCS
OTKPHITHIM KJIIOUOM CKPBITOTO caiiTa U Yyepe3 Tor oTHpaBssieTCs Ha OOUH U3 BXOOHEIX CEPBEPOB, C KOTOPOI'O
yepead Tor momafaeT Ha CKPBITHIM CalT, KOTOPBIM MOXKET paciInudpoBaTh 9TO AEJI0 CBOUM 3aKPBITHIM KJTIOYOM.

CKpBITHIY CAlT, 3HAA aApeC COeOUHUTEILHOTO CepBepa U CeKpeT, Yepel3 Tor oTIpasiisieT CEKPeT Ha
COEIMHUTENLHBIN cepBep. COeIMHUTENIbHEIN CEePBEP CPAaBHUBAET €TI0 C PaHee IOJIyYeHHBIM CEKPETOM OT
knueHTa. Ecu 3HaueHUs COBIIAa#aloT, TO COEIUMHUTEIILHBIN CEpPBEP OTKPHIBAET COENMHEHNE MeXIYy KIUEeHTOM U
CKPBITEIM cauTOM. CBSI3b KJIMEHTa CO CKPBLITHIM CaliTOM YCTaHOBJIEHA.

Apnpec coeqVHUTENHLHOTO CepBepa U3BECTEH TOJILKO KIIMEHTY U CKPHITOMY caiiTy. COeIMHUTENIbHEIN CEPBEDP
HYyKeH, 4TOOBI BXOIHbIE cepBepa (ITOCTOSTHHEIE OJIsT CKPBHITOTO caliTa B TeYeHHe OJIUTEJIbHOTO BpeMeHH + UX
agpeca U3BECTHHI BCEM XKeJIAIIUM) HEe OTBeUYaJIu 3a nepegavy Tpaduka. B IpOTUBHOM cilydae YyIPOCTUIUCH ObI
aTaku, KaK TEXHUYECKUe, TaK U I0OpUAUYECKHe, Ha BXOJHLIE cepBepa C HeJTbl0 IPEKPAaTUTh JOCTYI K CKPEITOMY
cauTy.

OO61masa guHa [MENOYKU CEPBEPOB PaBHA 6, He CUUTAS KJIMEHTA U CKPHITHINA calT. COeIMHUTEIIFHEIN CEpBED
HaXOOUTCS Yepe3 IBa CepBepa OT KJIMeHTa. B kauecTBe BcexX CepBepOB, IPUHUMAIOIIUX ydacCTHe B OIIMCAaHHOMK
cxeMe, MOT'YT HCIIOJTb30BaThCS BCe cepBepa ceTu Tor, a He TOIBKO BEIXOOHEIE.

[1]

[TpuMepsl CKPBITHIX CAWTOB CMOTPHU HUXKE.

Ha nnardopmMme AHgpoun

unu aridhone. OCHOBHEIMU PEKOMEHIOalMsIMU ocTalTcsa 6pay3ep Tor Browser Bundle u

O MEI coBCeEM He pydaeMcs B Ballled aHOHUMHOCTHU, €CJIH BbI UCIIOJIb3yeTe Tor Ha aHaApoune
orepalnoHHasi cucteMa Tails.

Bnomnne cebe momuuMaeTcs. st 3TOro BaM HeobxoguMa mporpamMa Orbot ¢
MapKeTa TyT u 6pay3ep mjst npocMoTtpa. Ecnu BH 06nafaeTe root mpaBaMu, MOXKeTe
TIO/Ib30BATHCSI CBOUM JTIOOMMEIM Opay3epoM, eciiu He obJiafgaeTe, pa3paboTyuku
MIPEesiozKaT BaM CKa4yaTh YHBIIBIH Opay3ep ¥ Xmpp KIueHT. [JaHHBIH cOdT
paboTaeT, HO He UMeeT OOIOTHUTEJIbHBIX BO3MOKHOCTEH (HEeT 3aK/IafoK, UCTOPUH,
HeT BO3MOIKHOCTHM 3arpy3uTh (aiisibl) 1 KpaliHe KPUBO IIepeBEIEH.

Takxe OJIsT 9TUX IeIel MOXKHO HCIIOIb30BaTh MOOUIbHEIH firefox ¢ ycTaHOBIEHHBIM
IOMOJIHEeHUEM [IJIsi paboTH! ¢ MPoKcH. CChlJIKa Ha HEOOXOOUMEIH IIJIarnH UMEeTCs B
opb6oTte. C aTum Gpay3epoM Bce ropas3fo yanodHee. Ho UMeIOTCST HEKOTOPHIE
0COOEHHOCTH, B 00IIIEeM-TO OJIsI JII0OUTEesIel OrHeluca.

B mocnenHux Bepcusix MIarvH BHe3amHo nepecrtan paborats. HacTpouts nmpokcu
BO3MOXKHO B opera mobile 1 easy. Y HEKOTOPHIX YCTPOUCTB €CTh BO3MOXKHOCTh
IpoIrcaTh IIPOKCH B HacTpouKax wifi coenmHenus. KaxXaopiii BEIKPYYUBaETCS Kak
moxerT. !!! BHuuManue. 3anyckas Tor mom root-oM, Bbl HeCeTe IIOTHYIO0
OTBETCTBEHHOCTD 3a COXPAHHOCTH BallIUX JaHHBIX, BO3MOXKHOCTh IOMMATh U Cpa3y
Ke 3aIyCTUTh SMS TPOSIH WU YTO-HUOynb 60j1ee Mep3koe. JIydiile HEMHOTO
ImocTpamaTh, HaX0HsiCh B 6e3omacHocTU. ToT ke OHUOH-GOPYM yTBEPKIAET, UTO
HHUYero oIIacHOTO TaM He HaWTU, eC/IU He UCKaTh clieliuanabHo. Ho KTO 3HaeT, MOXKHO JIM TOBEPATH TOBApHUIIaM,
HUCIIONb3YIOUIUM JavaScript B Top.

Ja C IYKOBUIIEU BMECTO
MoO3ra

EcTh HECKOIBKO TEXHUYECKUX 0COOEHHOCTEM, KOTOPhIe HUKTO He YIIOMSIHYJI, HO OHM OUYeHb BaXKHBI. [ TaBHOE 3TO
OaTtapetika. OpOOT CKyIlaeT BeCh 3apsf 3JIEKTPOIHEPT MU, KOTOPHIM UMEeTCs, JOCTaTOYHO OBICTPO. [ToaToMy
IpeXxae 94eM BKITIOUUTH, TOMHUM, YTO 3apSATHUK OOJIKEH OBITh IMom PyKo#. Eme omHa 0CO6EHHOCTh — KOJIMYECTBO
PECYPCOB CUCTEMEI, KOTOPO€E OH IMOTPeOuT. Yalre Bcero ux He XBaTUT Ha BCe OCTaJibHOE. [103TOMY CMeJIo 3aX00uM
B paspgen «PaboTaromye MporpaMMEI» U TJIYIIMM BCE, YTO HaM He Ha[o B HAaCTOSIIUN MOMEHT. JIydIle TIyIIUTh
BCe, KpOMe TOP, TOT{Ia CKOPOCTh PaboThl OymeT Ooee-MeHee CHOCHOM. B TpeThUX, €Cjiu BHI OejlaeTe 9TO He uepes
Balidail u He ¢ 6e3TMMUTHOTO Tapuda, CIeguTe 3a KOJIMYEeCTBOM OCTaBUIMXCS OeHer Ha cuety. KomudyecTBo
TpadurKa, IOTYIEeHHOI 0 ¥ IepeJaHHOr 0, HaBCKUIKY BH He yragaeTe. [laXe ecyiu BCceTrga yragblBaiul.

PaKTHI U MHCHHUSA

«ITokepTBOBaBIIHNKE CBOOOMOM pagyu 0€30IaCHOCTH He 3aCIyKHUBaeT HU
cBoOOOLEl, HU OE30IIaCHOCTHU. »

— BbeHOocamuH PpaHKAUH
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¢ TIpexpe yeM HalaXXuBaTh TOP, ellle pa3 nogmymanTe. Ecnu BaM He MHTEPECHEI TPOTUBO3aKOHHEBIE
MaTepHasibl, €CIU HET Le/IU NIPSATaThCA U AejlaTh TaJlOCTH UCIIOATUINKA, €C/IH BBl HE XOTUTE YTO-TO KYIIUTh
VIV IPOJATh, YTO IPOCTO TaK IIPOAATH HEJIb3s, TO He CTOUT. YeCTHO, TaM HET HUYEro IPeKpPacHOoro.
AGCOIIOTHO CBOOOMHEIN YeIOBEK, He OTPaHUYEeHHEIN CTPaxoM, YTO ero yaapsaAT OaHXxaMMepoM, a TO U
TIATUBOH BBI30BYT, MOXKET OBITh PEAJIbHO yKACHEH. MHOTHE MEePCOHAXKM XyKe KUBOTHHBIX, IIOTOMY YTO
KUBOTHOE He MCILITEIBAET CaJUCTCKOr0 HacnaxaeHus. CoemaHo MHOTOe KPHUBO U KOCO, K APTEeMUIO TaM
HUKTO He o0palllaeTcs, Ja ¥ BOOOIIle CTapalTCs MaJjio. ABTOPY 3TOM CTaThU HE ITIOHPABUJIOCH BHYTPHU
Oy0OsuKa. XOTS B CBSI3U C CUTyalluel Ha YKpauHe (GJIOKMPOBKOIM POCCUUCKUX canToB) Tor cTan BocTpeboBaH
KakK HUKOTAa.

e Top MOXKHO MCIIOTL30BATh /I aHOHUMHU3AIUYM B OOBIYHBEIX MHTEPHETAX, IPOCMAaTPUBAsI UX Yepe3 Top-
Opay3ep. CTenneHb aHOHUMHOCTH, €CJIX BEL 3alIPETUTE SIBY, BEICOKas. JIerko npeononeBaeTrcs 6aH 1o ip. Ho
3JI0ymOTPeOISITE HEe CTOUT, TaK Kak 3ab6aHuTh o [P Bce BHIXOOHBIE CEpPBEpPA TOpPa — Pa3 IJIIOHYTh.

e Top 5TO eIé OmHO yCUiIKe 10 IIyTH COXpPaHeHus CBOOOAHI cjioBa B MHTepHeTe. JIoou, cuyuTaonme, 9T0
uHpopMaIsa He MOXKeT OLITh BpeaHo, a 6opbba ¢ Cp — KaJjiKas MOIbITKA JIeYeHUs CUMIITOMOB,
TIOANEPKUBAIOT TOP ¥ KPUTUKYIOT €T0 TOJIBKO C TEXHUUYECKON CTOPOHHI.

e CTouT N1 HeCcTu TOp B Macce? Toxke yacTas TeMa st 06CyKaeHu Ha MeCTHHIX popymax u 6oppmax. Ecinu
pe310MHUPOBATh aPTyMEHTHI CTOPOH: IT0JIb3a OT MaCCOBOCTH TOPA COCTOUT B OOJIBIIIEN aHOHUMHOCTH TEX,
KOMY aHOHMUMHOCTD JIeMCTBUTEJIBHO HyXKHA (ecyiu OBl TOP COCTOSI U3 3.5 aHOHMMYCOB, TO BEISICHUTH, KTO U3
HHUX 3aIl0CTUJI CP, He cocTaBinajio 6u Tpyna). Hy 1 monb3a emfé B MUPOBOU CIIpaBedIuBOCTH, YTOOHI y
KaXkaoro Oblyla Takasi BO3MOXKHOCTh. A KPUTHKA MPEACTaBIEHa AOBOOaMM TEXHUYECKOTO XapakTepa
(cepBepHEIM TapK TOpPa BPSL JIU BEIOEPKUT HaAIlJIBIBA II0Ib30BaTesiel, €CIIU He IPOU30UOeT 9KBUBAJIEHTHOTO
YBETUYEHUS YHCIIa CEPBEPOB) U 0OIIEro xapakTepa (pak xke).

ITpuMmeuyanusn

1. T Tor: Hidden Service Protocol

CchbLUIKH

e [IpoeKT B YeJIOBEYECKOM UHTEPHETE. Y3HaTh HogpobHee U YCTaHOBUTH MOXKHO OTCIOfIA.
® U B TBUTTEPE

CchInKy, YKa3aHHbBIE€ HU2KE, BaM yOACTCA IIOCMOTPETH TOJIBKO II0CJI€ YCTAaHOBKH BCET0 HeO6XOJII/IM01"O:

¢ Buesanuo Urbanculture
¢ E.C.H.O,y — conuanbHast CETh, OPUEHTHPOBAHHAS Ha aHOHUMHOCTh U 6€30MacHOCTD, C YOOOHEIM
UHTEePGENCOM U BEICOKOM ITPOU3BOAUTEIIFHOCTHIO.

CM. TaKkKe

e MepTBEIe IPOEKTHL B ceTu Tor
e I2P
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